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Updated and New Initiatives around the World...

Data Privacy
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General Data Protection Regulation (GDPR)

The GDPR regulates the “processing” of data for EU individuals, which

includes collection, storage, transfer, or use.  Any organization that 
processes personal data of EU individuals is within the scope of the 
law, regardless of whether the organization has a physical 
presence in the EU (European Union)
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Is YOUR organization affected?
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High Level Summary of GDPR

Request for Consent – Employees be given in an intelligible and easily accessible form, with the purpose for 
data processing attached to that consent

Right to Access – Employees can request to obtain from the organization confirmation as to whether or not 
personal data concerning them is being processed, where and for what purpose

Right to be Forgotten - Entitles employee/applicant to have the organization erase their personal data, cease 
further dissemination of the data, and potentially have third parties halt processing of the data

GDPR is in Effect – May 25, 2018

Penalties - Under GDPR, organizations in breach of GDPR can be fined up to 4% of annual global revenue or €20 
Million (whichever is greater). 
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What YOU need to know

Oracle Confidential – Event Use Only



7

California Consumer Privacy Act of 2018 (AB378)
What YOU need to know

Request for Consent – The new law grants consumers the right to know what information companies are 
collecting about them, why they are collecting that data and with whom (3rd parties) they are sharing it. 

Right to be Forgotten - Gives consumers the right to tell companies to delete their information as well as to 
not sell or share their data. 

Children’s Right - Makes it more difficult to share or sell data on children younger than 16.

Who has to Comply – Organizations around the world have to comply if they receive personal data from 
California residents and if they — or their parent company/subsidiary — exceed one of three thresholds: (a) 
annual gross revenues of $25 million; (b) obtains personal information of 50,000 or more California residents, 
households or devices annually; or (c) 50% or more annual revenue from selling California residents’ personal 
information. 

AB378 is in Effect – January 1, 2020

Penalties – up to $7,500 per violation (action taken by State Attorney General)
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U.S. States Who Introduced Data Privacy Legislation

Pennsylvania Consumer Data Privacy Act – April 2019                            

Massachusetts Consumer Data Privacy Act – January 2019

Hawaii Act Relating to Privacy – May 2019

New York Privacy Act – January 2019

Maryland Online Consumer Protection Act – February 2019

https://www.legis.state.pa.us/cfdocs/billInfo/billInfo.cfm?sYear=2019&sInd=0&body=H&type=B&bn=1049
https://malegislature.gov/Bills/191/SD341
https://www.capitol.hawaii.gov/measure_indiv.aspx?billtype=SB&billnumber=418&year=2019
https://www.nysenate.gov/legislation/bills/2019/s5642
http://mgaleg.maryland.gov/webmga/frmMain.aspx?id=sb0613&stab=01&pid=billpage&tab=subject3&ys=2019rs


Acknowledgement Framework – New Feature
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Person Data Delete Processes - New Feature
Data Erasure

• Enhanced Person and Employment Delete (HCM)
• Allow Exclusion of Records

• Allow Validation Override

• New Applicant Delete (HCM)

• New Learner Delete (ELM)
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Data Archive Manager
Data Erasure
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• PeopleTools provides a robust Data Archive Framework
• Defines templates which identify sets of data to be archived from production 

to history tables

• Identifies criteria for rows of data to be archived using PS/Query

• Provides ability to delete data in a two step approach

• PeopleSoft delivers templates as ‘examples’

Delivered in PeopleTools 8.4x
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Data Privacy Framework
Personal and Sensitive Data Identification

• Categories and Classifications can be added or changed

• Custom fields should be added

• References can be found for custom object references



Data Privacy
Personal and Sensitive Data Identification
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Data Privacy Enhancements
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Module Feature Delivered in Image PeopleTools Requirement

General HCM Enhancements Page and Field Configurator for Classic components HCM Image 24 8.55

Talent Acquisition Manager Applicant Data Security HCM Image 24 8.53.02

Human Resources Enhanced the Person ID Delete HCM Image 25 8.53.02

Talent Acquisition Manager Applicant Delete HCM Image 25 8.53.02

General HCM Enhancements Acknowledgement Framework HCM Image 26 8.55

Human Resources Personal and sensitive data masking HCM Image 26 8.53.02

Human Resources Enhanced the Configurability of Person ID Delete HCM Image 26 8.53.02

General HCM Enhancements Data Privacy Framework feature HCM Image 27 8.54

General HCM Enhancements HCM adoption of the Data Privacy Framework feature HCM Image 27 8.54

Human Resources Enhanced the Employment Record Delete HCM Image 27 8.53.02

General HCM Enhancements Expand Data Privacy framework to include more references HCM Image 28 8.54

General HCM Enhancements Acknowledgement framework Data Migration Workbench HCM Image 28 8.54

General HCM Enhancements Page and Field Configurator to support Fluid components HCM Image 28 8.56

General HCM Enhancements Page and Field Configurator Data Masking HCM Image 33 8.57.11

Oracle Confidential – Event Use Only



Knowledge Documents on MyOracleSupport:

PeopleSoft HCM 9.2 - Personally Identifiable and 
Sensitive Data (Doc ID 2313438.1)

PeopleSoft HCM 9.2 - Implementing Sensitive Data 
Masking (Doc ID 2375376.1)

PeopleSoft HCM Acknowledgement Framework Red 
Paper (Doc ID 2377140.1)

PeopleSoft ELM 9.2 - Personally Identifiable and 
Sensitive Data (Doc ID 2415109.1)

PeopleSoft FSCM 9.2 - Personally Identifiable and 
Sensitive Data (For HCM sourced data in FSCM 
(Doc ID 2415089.1)

Privacy and Security Feature Guidance for Oracle 
Peoplesoft (Doc ID 113.1)

Legislative Blog

Managing Data Privacy within PeopleSoft HCM

Legislative Update for PeopleSoft HCM – California Data 
Privacy Update

Available thru: https://blogs.oracle.com/psftlegupdates/

Video Feature Overviews (VFO)

PeopleSoft Acknowledgement Framework VFO

Applicant Data Security VFO

PeopleSoft Data Privacy VFO

Quest Webinar – May 2018

(http://nnf.questdirect.org/questmediaviewer.aspx?vide
o=268654237)

Data Privacy
Resources and Information
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Page and Field Configurator

P&FC can be used to modify 
field labels, gray out fields, hide 
the fields, provide default value, 
and add required field edit for 
fields within the component.

P&FC can make a page display 
only or control the visibility of 
pages within the component.
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Data Masking of Any PeopleSoft Field– New Feature
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Full Masking: Employee Compensation – Job Data

Oracle Confidential – Event Use Only



Partial Masking: Employee SSN – Employee Self Service
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Masking Configuration

• Define Masking Profile

• Define Field Group
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Masking Profiles
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Field Groups
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Assign a masking profile to a group of similar fields



Enhancements to Page & Field Configurator
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• Data Masking

• Applying Multiple Configurations Additively

• Extended to secondary pages (modal windows) 

• Extended user criteria to include/exclude multiple roles

• Inactivate sequences

• Extended to fluid components (criteria based on form factor)

• Additional criteria (‘contains’, ‘not in’, ‘like’, etc.)



Data Privacy Enhancements
PS Query

• Data Mask output and prevent display of sensitive or personal 
data:

• PS Query output viewer

• PS Query API’s

• BI Publisher Reports

• Ability to mask fields for ‘authorized’ query users
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Data Privacy
Frequently Asked Questions

• Anonymize or Pseudonymize Data (scrambling)

• Allow View Auditing

• Two-Factor Authentication
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Data Masking / Scrambling
Non-Production Environments

Oracle Consulting provides a comprehensive masking solution at the 
database level that is intended to assist making Personal and Sensitive 
Data more confidential and secure.

- Intended for non-production environments such as development and 
test

- Supports scrambling of personal data such as Name, SSN

- Supports masking of sensitive data such as compensation details

Contact your local Oracle Consulting representative or 
www.oracle.com\consulting
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Allow View Auditing
Data Security
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• PeopleTools provides ability to do audit 
changes made to employee data

• Does not provide the ability to audit who
has viewed the data in 
components/pages/fields

- Need ability to configure the transactions 
which are audited (ex. Personal Data)

Oracle Confidential – Event Use Only



Two Factor Authentication
Access Control
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• Two Oracle products support 2FA/MFA, OAM and OAAM.

• Oracle Documentation:
• Implementing PeopleSoft Single Signon

• Implementing Oracle Access Manager for PeopleSoft

• We do have multiple partners offering solutions, but we are not in the 
position to recommend any particular 3rd party since we do not perform 
any security testing on their products

• A number of customers have used Event Mapping with external vendors, 
like DUO or Nexmo to create login and sensitive transaction protection 
with 2FA/MFA.
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Data Privacy and Managing Sensitive Information in PeopleSoft HCM
Summary

Notice and Consent: Acknowledgement Framework

Separation of Duties: Data Privacy Framework, Data Masking, Page and Field Configurator

Data Deletion/Right to be Forgotten: Person Delete, Applicant Delete, Learner Delete, Employment 
Delete

Data Minimization/Retention: Data Archive Manager

Data Portability: PS Query / BI Publisher

Right to Access: Self Service / Self Service Reporting
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Thank You

julie.alonso@oracle.com

joe.willever@oracle.com
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